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Multi-Factor Authentication (MFA) Security 
Update & Setup Guide 

Overview 

As part of an important security enhancement initiative, NASBA is updating its multi-factor 

authentication (MFA) process to better protect accounts, systems, and sensitive information. 

As part of this update, NASBA is transitioning away from: 

• SMS text message authentication  

• Phone call one-time passcodes (OTP)  

These methods are being replaced with more secure authentication options. 

Users will be required to configure and use one of the available multi-factor authentication 

(MFA) methods to access NASBA applications. Users may choose either Okta Verify or 

Google Authenticator based on their preference. 

All NASBA users with NASBA Okta accounts should complete MFA setup as soon as possible 

to avoid interruptions accessing NASBA systems and services. 
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Updating your existing account Security Methods 

If you have an existing account setup you will follow the below instructions to update your preferred MFA 

sign in method. 

Step 1 - Access the Security Settings Page 

1. Open a web browser and navigate to: 

https://okta.nasba.org 

2. Sign in using your NASBA account credentials when prompted. 

3. Once signed in, navigate to the My Profile section on the drop down in the top right 

corner. 

 

Step 2 - Configure a Security Method 

Under the Security Methods section, you will see available authentication options: 

• Okta Verify 

• Google Authenticator 

 

Here you will then set up your preferred method. 

https://okta.nasba.org/enduser/settings
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Option 1 – Configure your NASBA Okta Account authenticator 

1. After selecting Okta Verify Set up in the security methods screen you will be 

prompted to verify using your email you signed in with. 

 

2. Using the code received in the verification email you will verify your account. 

 

3. You will then be prompted to enter your NASBA account password.  
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4. A screen to finish setting up your Okta Verify account will be shown as below. 

 

 

5. Select Set up  

6. If you are on your mobile device, you will be prompted to download the Okta Verify 

app either from the Apple App Store or Google Play Store 
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a. If you are on desktop (Mac or Windows), you will be prompted to download the 

Okta Verify app on our computer OR to use your phone select the “set up Okta 

Verify on a mobile device) 

 

7. Download the Okta Verify application on your device to setup on your mobile device: 
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a. iPhone / iOS Download  
o Once installed follow the prompts to “Add Account” 
o Choose the account type organization.  
o Choose skip when prompted from add account from another device.  
o Do you have a QR code? Click, “Yes Ready To Scan” 
o Prompted to use your camera and select yes.  
o Scan QR code and follow the prompts to finalize setup. 

b. Android Download 
o Once installed follow the prompts to “Add Account” 
o Choose the account type organization.  
o Choose skip when prompted from add account from another device.  
o Do you have a QR code? Click, “Yes Ready To Scan” 
o Prompted to use your camera and select yes.  
o Scan QR code and follow the prompts to finalize setup. 

 

8. If using the Okta Verify mobile app, scan the QR code displayed on screen.  

a. If using the desktop version click Can’t Scan located under the QR code. You 

will need to enter the code that is displayed instead of the QR code. 

 

*This is just an example please do not use this QR code 

9. Approve the test notification  

Your Okta Verify MFA setup is now complete. 
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Option 2 – Configure your NASBA Google Authenticator  

1. After selecting Google Authenticator Set up in the security methods screen you will be 

prompted to verify using your email you signed in with. 

 

2. Using the code received in the verification email you will verify your account. 

 

3. You will then be prompted to enter your NASBA account password.  
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4. A screen to set up your Google Authenticator account will be shown as below. 

 

5. Select Set up  

6. Download the Google Authenticator application onto your device to set up on your 

mobile device: 

c. iPhone / iOS Google Authenticator Set Up  
o Once installed click the plus sign in the lower right corner. 
o Choose either the “Enter a setup key” or “Scan a QR Code” 
o Prompted to use your camera and select yes.  
o Move to step 7. 

d. Android Google Authenticator Set Up  
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o Once installed click the plus sign in the lower right corner. 
o Choose either the “Enter a setup key” or “Scan a QR Code” 
o Prompted to use your camera and select yes.  

o Move to step 7. 

7. If using the Google Authenticator mobile app, scan the QR code displayed on screen. 

Your new account   

a. If using the desktop version click Can’t Scan located under the QR code. You 

will need to enter the code that is displayed instead of the QR code. 

 

*This is just an example please do not use this QR code 

8. Enter the verification code generated by the app or via desktop. 
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9. Approve the test notification.  

Your Google Authenticator MFA setup is now complete. 

 

Password Reset Using MFA 

Password Reset Using Okta Verify 

If you forget your password, you can reset it using Okta Verify. 

Steps 

1. Navigate to the NASBA Okta login page.  

2. Select Forgot Password  

3. Enter your NASBA username or email address.  

4. Choose Okta Verify as your verification method.  

5. Approve the push notification or enter the verification code from the Okta Verify app.  
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6. Create and confirm your new password.  

 

Once completed, you may log in using your updated password. 
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Password Reset Using Google Authenticator 

If you forget your password, you can reset it using Google Authenticator. 

Steps 

1. Navigate to the NASBA Okta login page.  

2. Select Forgot Password  

3. Enter your NASBA username or email address.  

4. Choose Google Authenticator as your verification method.  

5. Open the Google Authenticator app.  

6. Enter the current verification code displayed in the app.  

 

7. Create and confirm your new password.  

Once completed, you may log in using your updated password. 
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Important Reminder 

SMS and phone call authentication methods have been retired and are no longer supported. 

Please complete MFA enrollment as soon as possible to ensure uninterrupted access to 

NASBA systems and applications. 

 

Support 

If you need further assistance, please contact the respective department associated with your 

account directly for assistance. 

For CPA Exam and Licensing questions, please send an email to cpaexam@nasba.org or call 

1-800-CPA-EXAM 

For CPE Audit Service questions, please send an email to cpeauditservice@nasba.org 

For Accountancy Licensee Database (ALD) sFTP site credentials questions, please send an 

email to ald@nasba.org 

We appreciate your cooperation and support as we implement these security enhancements to 

better protect NASBA accounts, systems, and information. 
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