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TT1TH ANNUAL MEETING

Legal Developments

Noel L. Allen, Esq.
Outside Legal Counsel, NASBA

Legal Counsel, North Carolina State Board of CPA Examiners
Partner, Allen & Pinnix, P.A.
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® Accountinc % Data Breaches
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®* What can State Boards do if a private litigant throws the
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kitchen sink at them in federal court?
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( * $3 million damages
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( * State legislative challenges and Federal legislative hope
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® Failure to coope with inquiry

- ® Discipline — censure, civil penalty, and revocation until
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compliance with terms of engagement
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®* NC Business Court rejected Johnson’s claims
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®* How fail. n lead to discipline

® Court understood _p_ublic protection purpose behind
® enforcement of engagement contract compliance
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e tiff's "meritless*

claims.

s ®* Time for appeal has expired.
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allowed to provide

® Nonlicensees are allowed to render many accounting services to the public §14(a)




U re‘men’rs for CPA

FTC position asserted in Copabella v. AICPA (2011),
FTC and NC Dental cited in over two dozen state AG Opinions (2014-2017)
Cited (unsuccessfully) in In Re Johnson and Wiltfong (20138)
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ss action plaintiffs
could prc ormation Privacy Act

only required a violation not actual injury.
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California CPA firm reports data Risk Management for
breach Accounting Firms

CPA Cyber Incidents

July 01,2017

E@:\ IN-DEPTH

Accounting Firm Data and

Security Breaches

: o Recent Claims Increasing in Frequency
The Top Cyber Risks to Accounting Firms Come from

Inside the Firm

AUG 28,2018

A cyber-attack could spell disaster for your
CPA firm

BUSINESS INSURANCE, PROFESSIONAL LIABILITY, PROFESSIONAL LIABILITY, , INFORMATION TECHNOLOGY
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You've Been Breached. Now What? CPA

BY JIM BOOMER, CPA.CITP; CEO, BOOMER CONSULTING ON OCT 10, 2017

R «
Hackers Breached One of The "Big Four" Accounting
Firms
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An inadequate breach response can be devastating to an accounting practice. Not only does
it result in reputational harm, but can result in higher out-of-pocket expenses, including heavy
fines, and more. Often times, the firm becomes a future “target” for other cybercriminals.

Data Breach Notification Requirements Changing for CPA
Firms







